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Vulnerabilities in Web Browsers Worry Researchers 
 

By Mark Long  

A study by the Swiss Federal Institute of Technology, Google and IBM found more than 600 million 
outdated Internet browsers were at risk this year, with plug-ins adding to the problem. The study 
praised the auto-update mechanism in Firefox for both the browser and its plug-ins, and said 
Firefox updates are more frequent than for Internet Explorer.  

 
15-minute guide to Transactional Content Management. EMC defines transactional content management, outlines its 
benefits, suggests a deployment framework, and provides resources. Learn how automating imaging and document 
management can bring new value to your operations. 
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 A study from the Swiss Federal Institute of Technology, 
Google and IBM says more than 600 million Internet browsers 
were at risk this year. 

"Insecure Web browsers are of course a critical security 
problem," the report noted. "But vulnerable plug-ins that are 
accessible (and exploitable) through the Web browser extend 
the 'insecurity iceberg' and form the part hidden below the 
water surface."  

The report says browsers need to have auto-update 
mechanisms that are enabled by default and that cause 
minimal disruption to users. Though Microsoft 's Windows 
auto-update service includes Internet Explorer, patches are 
released less frequently in comparison with Mozilla's Firefox, 
which "can result in a lower short-term patching 
effectiveness," it said.  

Auto Updates  

Dave Marcus, McAfee's director of security research and 
communications , thinks the report is on target about 
browser and plug-in vulnerabilities. But he added that 
Microsoft's current method of conducting updates in a 
controlled manner makes better sense.  

"I can certainly understand why they are recommending auto 
updates, but that's always going to be problematic to 
enterprise environments, which have a lot of customized 
applications so you can theoretically break something," Marcus 
said.  

He also warned that malicious scripts are increasingly being 
embedded into hijacked Web sites.  

McAfee's technology "can actually evaluate pages and scan for 
those scripts to be sure they are not doing something they 
shouldn't be doing," Marcus said. "It stops the install of the 
script that the malware is attempting to push out."  

Though browsers now incorporate features that warn users 
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when they access risky sites, such warnings depend on lists 
that must be continuously updated, Marcus noted. "There is a 
certain amount of truth to saying that they can only warn you 
about what they already know about," he said.  

High Marks For Firefox  

According to the study, most users updated to a new version 
of Firefox within three days of a new release, so up to 83 
percent of users had the most current and secure Firefox 
version. By contrast, only 47.6 percent of Internet Explorer 
users were using the latest version on any day during the first 
half of the year.  

The researchers also called the single-click auto-update 
mechanism in Firefox the most efficient patching method for 
Web browsers. "Firefox's mechanism regularly polls an online 
authority to verify whether a new version of the Web browser 
is available and typically prompts the user to update if a new 
version exists," the report said.  

Browser-update mechanisms also need to be "capable of 
alerting the user of any plug-ins currently exposed through the 
Web browser that have newer and more secure versions 
available," it said, and here Firefox also delivers. "Firefox also 
checks for many of the currently installed Firefox plug-ins if 
they are similarly up to date, and, if not, will prompt the user 
to update them," the researchers observed.  

Still, one out of six Firefox users continues to surf the Web 
with an outdated version of the Web browser. But that is 
nonetheless a considerable improvement over the startling 
52.4 percent of Internet Explorer users worldwide who 
continue to rely upon outdated versions of Microsoft's Web 
browser, the report's authors said.  
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Police Wnt U To Fight Crime W/ Txt Msgs 
Police in the '70s urged us to "drop a dime" in a pay phone to report crimes. 
Now in an increasing number of cities, tipsters are being invited to use their 
thumbs -- to identify criminals via text messages.

New Laws Drive Wireless Headset Sales 
In a move that could give a boost to consumer electronics makers and 
retailers, consumers up and down the West Coast are snapping up headsets 
that let them talk on cell phones while driving.

Suit Seeks Information on U.S. Cell-Phone Tracking 
The American Civil Liberties Union and the Electronic Frontier Foundation are 
suing the Department of Justice to obtain records about the use of cell-phone-
tracking technology.
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The Frugal Can Shop Internet for Software Freebies 
Tech junkies looking to pinch pennies in today's economy can scour the Web 
for a bounty of applications available at no charge -- for word-processing and 
photo-editing, online storage and more.

Google, Salesforce Grow Hosted-Apps Marketplace 
Google and Salesforce.com are collaborating to make their solutions better, 
integrating more effectively and doing their best to ensure that their products 
are competitive with Microsoft's offerings.

Bill Gates Retires Amid a Legacy of Growth, Controversy 
Microsoft Chairman Bill Gates has "retired" at 52 from the company he 
cofounded to spend more time with the Bill & Melinda Gates Foundation, the 
world's largest, leaving a mixed legacy. 
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