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Over the past two years, online criminals have increasingly focused on compromising
legitimate Web servers to seed the hosts with malicious code in an attempt to
compromise visitors' computers. By leaving behind malicious iframe or Javascript code,
the compromised servers can exploit vulnerabilities in out-of-date browsers to take
control of visitors' systems. In April, for example, attackers seeded tens of thousands of =il TIINLIEIE AL
legitimate Web pages with code designed to compromise victims' computers. 877.357.7744

The study is the first to estimate the actual number of users surfing the Web with
vulnerable browsers from global data. The researchers -- Frei and Martin May from ETH
Zurich, Thomas Duebendorfer from Google Switzerland, and Gunter Ollmann from I1BM
Internet Security Systems -- estimate that the data provided by Google covers 75
percent of all Internet users. The authors stressed that the data did not include any
personally-identifiable information.

The researchers compared the version numbers sent by visitors' browsers, known as
the user agent field, with the most current patch information at the time. Since
Microsoft's Internet Explorer only broadcasts the major version number -- calling itself
IE6 or IE7, for example -- the authors of the paper set a lower bound on the number of
insecure browsers by counting the number of visitors using an older major version of
their favored browser. From that data, they found that 41 percent of Internet users, or
about 576 million people, were not using the latest major version of their browser,
defined as Microsoft's Internet Explorer 7, Mozilla's Firefox 2, Apple's Safari 3, or Opera
9.
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Using data collected from Google -- and estimates from security firm Secunia of the
fraction of systems running the latest version of Internet Explorer -- the researchers
found that another 4 percent of people using the most recent major version of a
browser had still not applied the latest patches.

Story continued on Page 2

@ FRINT %EMAIL e .. (page 1 of 2 ) next

Comments Mode: IThreaded 'I G0|

Expand all | Post comment

ONLINE CLASSIFIEDS

Download UserlLock for Windows networks now
Prevent concurrent logins, restrict desktop access, monitor & control user sessions on your networks

Who accesses your sensitive data?

Get an instant and comprehensive answer with FileAudit for Windows. Download a free trial now!

Intrusion Prevention - Free Whitepaper

Stop attacks before they impact the host! Download this free whitepaper on Host Intrusion Prevention

Buy a link Now

Privacy Statement
Copyright 2007, SecurityFocus

http://www.securityfocus.com/news/11525/1 03/07/2008



