
 

 Smart Technology for Smart Companies  

  SearchSearch PC World Browse by Topic Sign in Join Us 
 

Home News Hardware Reviews Software Reviews How-To Videos Downloads Shop & Compare Community Business Center

Magazine  
Subscribe & Get 
a Bonus CD  
Customer 
Service  

RSSNewsletters

TOPICS: Software / Services Office Hardware Security Servers / Storage Cell Phones / VoIP Operating Systems Networking Business Continuity
PRESENTED BY CDW 

PC World Business Center Security News  

Study: Unpatched Web Browsers 
Prevalent on the Internet 
Jeremy Kirk, IDG News Service 

Tuesday, July 01, 2008 9:24 AM PDT 

Only 59.1 percent of people use up-to-date, fully patched Web browsers, 
putting the remainder at risk from growing threats from diligent hackers, 
according to a new study published by researchers in Switzerland. 

The study, published Tuesday, is one of the most comprehensive analyses of 
what versions of Web browsers people are using on the Internet. The study 
was conducted by researchers at The Swiss Federal Institute of Technology, 
Google and IBM Internet Security Services.  

Web browsers are often a weak link in the security chain, as software 
vulnerabilities can make it easy for hackers to gain control of a PC. When that 
happens, hackers can perform malicious acts such as stealing personal data or 
turning PCs into spam-spewing drones. 

What the researchers found is that although software vendors provide patches 
for security problems, it can take days, weeks or months before people update 
their applications. In the meantime, those users are at risk.  

But it's not entirely the fault of users, since Web browser vendors haven't 
exactly made patching easy, said Stefan Frei, a doctoral student at the institute, which is known as ETH Zurich, 
and one of the report's authors. The Web browser is still fairly young technology, and the industry has yet to 
settle on a dominant, well-tested design, he said. 

The study looked at search and Web application server log data provided by Google to see what versions of the 
Firefox, Opera or Safari browsers people were using, Frei said. 

Microsoft's Internet Explorer, however, only tells Web servers what major version a person is using, such as IE 6 
or IE 7. The researchers relied on data from people who have installed a tool on their PC called the Personal 
Software Inspector, from Danish security company Secunia that can detect incremental versions of IE, Frei said. 

Firefox users were the best at upgrading: 83.3 percent are using the latest version (the study just looked at 
Firefox 2.0). For Apple's Safari, 65.3 percent use the latest version; 56.1 percent for Opera and 47.6 percent for 
Microsoft's Internet Explorer. 

Mozilla's Firefox came out on top due to its auto-update feature, which tells a user a new patch is available and 
offers a one-click way to upgrade. Within three days, most Firefox users are up to date, the study said. 

Frei recommends that all browser makers put in an auto-update feature since the process now is cumbersome 
and slow. 

Now, Opera users are told there is a new version, but they have to go to Opera's Web site and go through the 
same installation process as if they had initially downloaded the browser for the first time, Frei said. 

Safari uses an external updater that only polls for updates at certain intervals. Microsoft's updates are distributed 
on the second Tuesday of the month. Those gaps in time between when a vulnerability is publicly disclosed and 
a person patches is crucial, as they're an open window for an attack. 

The problem with lax patching falls squarely on the shoulders of the application vendors -- users often simply 
can't visually tell if their browser needs to be upgraded, Frei said. 

He advocates software vendors take a cue from the food industry and put an "expiration date" right on top of the 
browser to let people know the browser's state. For example, a warning could appear beside the address bar: 
"145 days expired, three patches missing" 

"It's a non-technical suggestion," Frei said. "How can you expect people that they run the update if they don't 
even know? We think it's the same as having a speed limit on a highway." 
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Even search engine companies such as Google could display the same warning above search results, as the 
browser version is transmitted to its servers when someone performs a query, Frei said.  

Alternatively, security companies could make application version scanning part of their consumer products, which
they have done for some enterprise-level software, Frei said.  

But the problem of out-of-date browsers pales in comparison to the quagmire of plug-ins, which add extra 
functionality to the browser, such as Adobe's Flash and Apple's QuickTime multimedia program.  

On average, people have between six to 10 plug-ins, many of which come from different vendors with different 
patching regimes and schedules, Frei said. 

"The browser is the bread, and even if the bread is fine, if the ham is rotten, you have a problem," Frei said. 

Just one software vulnerability in a plug-in can put a person's PC in danger. Frei is proposing that an 
organization such as a national Computer Emergency Response Team create a service where browsers can 
verify if it has the latest version of a plug-in. 

Besides Frei, the study was also conducted by Thomas Dübendorfer of Google, Gunter Ollmann of IBM Internet 
Security Systems and Martin May from ETH. The study will be presented at the Defcon security conference next 
month in Las Vegas. 

Sponsored Resource: How much processing power do you need? Intel can help you decide.  

Community Comments 
 

Sign in to post a comment. New to PC World Comments? Register here. 

Digg  

Recommend this story? 

Vote Vote 

6 Yes 
1 No 

News For Your Business 

More News 

Study: Unpatched Web Browsers Prevalent on the 
Internet  

Japanese Military Loses Data Again  

Vendor Hype Escalates Over PCI Compliance 
Deadline  

Creator of Nugache Worm Reaches Plea Agreement  

Malware is Getting Smarter, F-Secure Warns  

Is RFID Too Dangerous for Hospitals?  

Malware, Spam, and other Net Pests Rev Up  

Security Firm Reports Trojan Targets Macs  

Do Smartphone Viruses Threaten Networks?  

Senate Delays Vote on Surveillance Bill Until July  

PC World's Marketplace 
HelpDesk or Customer Support
Web based IT HelpDesk with Asset Mgmt or 
Customer support Software with Account & Contact 
mgmt. 

Enterprise Networking Built Around You… From 
XO
Customized solutions. Unmatched support. Let XO 
build a network around your enterprise business. 

Qwest® for Small Business
Complete voice and data services to help your 
business grow! 

100% Web Based Help Desk Software
Easy to use, customizable to meet your needs, 
powerful and scalable. Free online demo. Try it today! 

PROMOTIONAL Offers on Intel® Products!
This Offer Won't Last! Intel® Processors, Mobile 
Products and Servers. Browse Here! 

HP & Intel – FREE Offers For Resellers
Great Rebates On Top Intel Based Desktops. FREE 
Memory And/Or Displays With The Bundle!! 

Publishing a Tech eZine?
Maybe you should. Maximize profitability with this 
powerful marketing tool. Free report. 

PC World's Free Whitepapers 
Enterprise Networking Built Around You… From 
XO
Customized solutions. Unmatched support. Let XO 
build a network around your enterprise business. 

Check Out the IBM System x3450!
The Single Most Compact Powerful Compute Node 
for High Performance Computing. Learn more! 

Selecting A VoIP Solution @ the Enterprise Edge
Compare low-end gateways & high-end router 
solutions for easy-to-install, integrated VoIP solutions 

Best Prices on Security Software 

 

Visit the CDW Solution Center for more info  
Smart and affordable data protection for your organization.  

HP Laserjet Center 
Combine value with performance into one easy-to-use multifunction 
printer that is perfect for your business or department.  

 

Norton Internet Security 
2008 

Price: $17.20

4.13 stars 

 

Norton 360 
Price: $26.32

2.23 stars 

Featured Whitepapers 
White papers, case studies and product info from top brands 

The 5 Reasons to Worry about Your DNS 
DNS servers are one of the most critical, yet 
vulnerable, network infrastructure applications. 

Because of their exposure to the Internet, they are among the most 
vulnerable computers that an organization deploys. This whitepaper 
explains the top fi...  

Featured Webcasts 
Watch webcast presentations and videos from industry thought 
leaders on today's most important business and technology topics. 
For free. 

Social Media Marketing 
Type: audio Company: HubSpot, Inc. 
Categories: Marketing 

Optimizing B2B Email Marketing for 
Lead Generation 
Type: audio Company: Marketo Categories: 
Marketing 

More webcasts 

 

 
© 1998-2007, PC World Communications, Inc. Site design by Jason Brightman  

News Reviews How-To Blogs Buying Guides White Paper Library Webcasts About Us Contact Us Advertise Newsletters FAQ RSS Feeds

PCWorld PCW Business Center Macworld MacUser Mac OS X Hints iPhone Central Visit other IDG sites: Select One

Â» Terms of Service Agreement Â» Privacy Policy Â» Community Standards

Popular Top User Rated All Categories

Page 2 of 3PC World - Business Center: Study: Unpatched Web Browsers Prevalent on the Internet

01/07/2008http://www.pcworld.com/businesscenter/article/147776/study_unpatched_web_browsers_...



Page 3 of 3PC World - Business Center: Study: Unpatched Web Browsers Prevalent on the Internet

01/07/2008http://www.pcworld.com/businesscenter/article/147776/study_unpatched_web_browsers_...


