According to a recent study by the

Swiss Federal Institute of Technology
(ETH Zurich), nearly half of UK employees
are thought to be at risk of data theft

at work. This statistic should worry any
organisation, and can only encourage

the efforts of those who seek to steal
personal, con dential and valuable data.

The study, backed by IBM and Google,
reveals that 45% of internet users do

not keep their browser whether it is
Internet Explorer, Firefox or any other
updated with the latest security
patches. This means around 600 million
users worldwide have out-of-date
browser security, which the researchers
feel is a recipe for disaster, given that
websites are a key point of entry for
cybercriminals. No one should be in
any doubt about the potential level of
risk to a company s reputation, brand

and nancial position that arises from
inadequate network security. Finance
directors must recognise that a security
breach and the fraud that might follow
could seriously impact the bottom line.

There is an insecurity iceberg, says
Stefan Frei of ETH Zurich. We can
only measure about half of the risk. Ten
years ago it was just techies looking for
weaknesses in online security, but now

Obstacle course

The protection of IT networks from criminal attack can often fall at the rst obstacle the

web browser.

of the Swiss Federal Institute of Technology tells Jim Banks that

there is an insecurity iceberg standing in the way of accurate risk assesment at a time when
organised crime is becoming a signi cant online threat.

the threat is from organised crime, which is
behind many attacks.

The risk is real. On the black market you
can buy credentials to access bank accounts.
There are gangs specialising in technology.
Furthermore, the risk is growing. Technology
development happens very fast much
quicker than we can absorb as humans. For
now, the threat is moving ahead faster than
our defences can match.

As well as bogus websites or phishing
emails that seek to gather personal and
nancial data, sophisticated cybercriminals
can in some cases cooperate to simulate
a legitimate company. The threat is
international and involves a variety of
different software systems, with the result
that not only is the threat more sophisticated,
but also there are more open doors out there.
Just as an open window invites a burglar, a
weak online security system draws hackers.
Furthermore, the information held by the
nance function is the richest target.

The attacks are automatic and systematic,
searching for vulnerable machines, Frei
remarks. The enemy is professional. In

our research we looked at why attacks are
successful and found that there is a very large
population of vulnerable machines. This opens
the door to mass-hacking of web servers, and
there are problems with the complexity of
networks and security measures that result in
the loss or theft of data.

Frei also sees more vulnerability from
outdated browser plug-ins. His conclusion

is that simple measures such as installing
software updates can have a signi cant effect,
but at present the process to ensure this
happens is often unclear.

Browser update

There are, of course, many steps an
organisation can take to protect its data. Very
sensitive information may need to be stored
on segregated machines that have limited or
no access to the Internet or email.

If you have very sensitive data then you can
remove email capability from the machine
that houses it. You can separate it either
physically or virtually. The important thing
isto nd the right working point for your
environment, says Frei.

Installing web browser updates and security
patches is a relatively simple process

and can greatly improve overall network
security, but organisations need to de ne

where the responsibility lies for ensuring
software is up-to-date.

At present, individual users generally shoulder
the blame, but Frei believes that this is unfair.
The users cannot face a growing threat

alone, so a clear process and a clear chain of
accountability are needed to support them.

Users are not in control of updating
software. The industry is awed but users
should not get the blame, stresses Frei.

Instead we have to collaborate. Vendors
must cooperate with users, though it s hard
to get them moving. Online criminals already
collaborate, so a bank, for instance, cannot
cover all the threats on its own.

Coordinating the efforts of vendors may be
easier said than done. A single browser may
have up to ten plug-ins to enable functions
such as reading speci ¢ le types or playing
different media, which may come from
different vendors. There are, therefore,
many separate updating procedures to be
performed. Finding ways to simplify these
updates could make a big difference, but
again awareness and accountability are

the key issues in balancing a corporate s
responsibilities with a new approach to
systems development.

There are some security measures that

are beyond the reach of the lone user, but
the company can invest in them. Also, the
software has been developed by geeks, who
don t behave in the same way as most users.
There has been too much focus on the geek
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mind, so we need to test how software is
used, which takes us into the emerging eld of
the psychology of security, says Frei.

To improve awareness of security, Frei believes
it is important to understand users attitudes
in order to devise methodologies that ensure
they pay more attention to updating software
and protecting data. Finance directors should
play a key role, given their guardianship of the
bottom line and the sensitive data that resides
in their department s systems.

The psychology of security
As Frei observes, the world of business and
nance has too many security solutions
aimed only at geeks. He and his colleague
Dr Martin May are trying to understand the
implications of this, and are developing an
approach based on user psychology as an
antidote tothe yit, breakit, xit mode of
software use that normally prevails.

Security is very interdisciplinary, says Frei.
It needs all the elements of education,
psychology, technology and leadership
working together.

We point out that security breaks are at
the weakest part of the chain. The people
who write the code are very different from
the people who use the code, agrees May.
Normal users are more prone to phishing, for
example, than users who have a higher level
of knowledge about internet technology.

One idea that has already emerged from this
approach could radically in uence attitudes

Tenyears ago it was just techies looking for
weaknesses in online security, now the threat
is from organised crime. The information held
by the nance function is the richest target.

The insecurity iceberg

Estimated users at risk:
Internet Explorer

Firefox

Safari

Opera

Estimated total at risk:

Using passive evaluation techniques, ETH Zurich identi ed the online community at
risk due to a lack of the latest version of web browsers.

Estimated total global online community 1,408 million internet users worldwide

577 million
38 million
17 million
5 million

637 million
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