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The Changing Threat Environment
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Cybercrime D itOs all about Profits
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#Hosts X #Vulnerabilities
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Worldwide Internet Usage

1,966 Million

estimated Internet users on 315t December, 2010

28% penetration of the population

448% growth of the Internet population

from 2000 to 2010 did not go
unnoticed by cybercriminals

Source: Internet World Stats
http://lwww.internetworldstats.com
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1,966 Million Potential Targets ...

| IBusinessas well as personal end-points are
Increasingly targeted

' End-point PCs are where the most valuable data
IS found to be the least protected

' I Eventually, end-points have access to all data
needed to conduct their business
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End-Points are difficult to secure

' I'Highly dynamic environment and unpredictable
user usage patterns

' I End-Point infections In enterprises
'1Up to 9%o0f the end-points in enterprises are found
Infected

'1Of all enterprises looked at, 100%had

bot infections
Source: Damballa on Darkreading http://bit.ly/EntBot

' I Best of breed anti-virus, perimeter protection,
and IDS/IPS do NOT provide 100% detection
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The Ol am not a primary targetO Argument

|1 Ol am not a primary targetO ..

1., falls short as automated tools do
not differentiate

|1 OThere is nothing critical to steal in my
InfrastructureO ..

' TWell, criminals have plenty of uses for your
bandwidth and CPU:
I 'Hosting malicious content
I I'Using you as aninfection point to spread malware
' Anonymization proxy to hide their activity
| I Breaking passwordsusing your CPU
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not differentiate

Il There I1s nothy

Pan infection point to spread malware
ation proxy to hide their activity
prcaking passwords using your CPU
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What does a Typical End-Point look like?

' I'Numerous programs and plug-ins
Installed

' 'THow many programs do you
think you have installed on
your typical Windows machine”

' How many different update
mechanismsdo you need to keep this
up-to-date?
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Under the Hood of Typical End-Points

'I'The Secunia PSl is a lightweight software
Inspector (scanner) for Windows PCs to:
' I'ldentify insecure programs and plug-ins
' Automatically install missing patches

' A program version is considered insecure If
available patches are not installed or If the
product is end-of-life

'I'The Secunia PSl is free for personal use
http://secunia.com/psi
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Under the Hood of Typical End-Points

'l The Secunia PSI exceeded 3 Million
Installations in 2010

' I' The following analysis is based on scan results
from the Secunia PSI

' Data Source
' Empirical data from anonymous scans in 2010
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Analysis

1.! Identify the software typically found on end-
points

2.! Tracking vulnerabilities affecting a
representative software portfolio

3.! Analysingthe effort needed to keep this
portfolio up-to-date over time
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Software Portfolios ..

' 'What users typically have installed on their

p " endors users with more than a given number of programs/vendors
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users have more than 66 programs
from more than 22 vendors installed
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Representative Software Portfolio

' The Top-50 Software Portfolio contains the
50 most prevalent programs to represent a
typical end-point

' 'Each program in the Top-50 portfolio has at
least a 24% user-share

' ' Eight programs from three vendors have more
than a 80% user-share
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Top-50 Software Portfolio
' The Top-50 software portfolio consists of:

26 Microsoft and 24 Third-Party (non-Microsoft)
programs from 14 different vendors

24 14

Third-Party Vendors

RSA’20$ SGCUHIE

CONFERENCE EC" Stay Secure



An Alarming Trend ..

' 'Mulnerabillities affecting a typical end-

points increased (1%0 729 per year from
2009 to 2010
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An Alarming and Relevant Trend E

More than
50% of these vulnerabilities ..

1 >95% are exploitable from remote

|1 >70% are rated asOhighlyOor Oextremely
criticalO

' 1 >50% providesystem access

Source: Secunia Yearly Report 2010
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Year-on-Year Comparison

Cumulative # of Vulnerabilities - Top-50 Portfolio
& Windows XP
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The Role of the Operating System
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What are the major
contributors of this
Increasing trend?

L&

OS MS TP

Operating Microsoft Third-party
System Programs Programs




Third-party programs are found to be

almost exclusively responsible for
this trend

Third-Party
Programs

69%

Top-50 Portfolio & Windows XP



Third-Party Program Rule

In 2010 an end-point with the Top-50 software
portfolio and Windows XP had:

113.83 times

more vulnerabillities in the 24 third-party
programs than in the 26 Microsoft programs

115,22 times

more vulnerabllities in the 24 third-party
programs than in the operating system
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The Role of the Operating System

' I'The share of OS vulnerabilities is around 13%
' I'The choice of operating system only has a

minor impact on the total number of

vulnerabi
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How do you keep
a typical end-point
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Updating a Typical End-Point

To keep a PC with the Top-50 portfolio fully
patched, the user has to manage a total of

14 different update mechanisms:
(.
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Current State

' 'Users and businesses alike stillperceive the
operating system and Microsoft products to be
the primary attack vector, largely ignoring
third-party programs

'I'The frequency and complexity of managing a
large number of different update mechanisms
will almost certainly lead to incomplete patch
levels at large
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Patch Complexity Hurts

Patch complexity has a measurable effect on the
patch level found on end-points

Average share of insecure programs in the
Top-N Microsoft and Top-N Third-Party Programs:

Average share
of insecure installations
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However, Patches are Available!

Patch availability within N days upon vulnerabllity
disclosure:

Patch Availability
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However, Patches are Available!

Patch availability within N days upon vulnerabllity
disclosure:
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Get the Right Tools
I ' To identify vulnerable programs
' I ' To prioritise missing patches

''I'To roll-out patches
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Responsibility

'I'tis entirely your fault If you get infected after
a patch Is avallable

> * 3 >

valid excuses, : no need for an
~ hard to find an excuse
canOt do a lot excuse
Patch Patch
released Installed
RSA’20$ Secunla
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patch available

patch installed
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#Hosts X #Vulnerabilities

Opportunity
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Understanding the Attacker

Malware Development Lifecycle
..to bypass anti-virus, IDS/IPS, ..
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CybercriminalsO Attack Tactics

Multiple variants  of a particular malware agent are
automatically created In advance of the attack:

I10Only variants that pass  anti-virus testing  are used for
attacks
I lEach new variant is released at scheduled intervals to

constantly remain ahead of anti-virus protection updates
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A patch provides
better protection

than thousands of sighatures,



A Patch ..

'I'Hasno false positives (no false alarms)

' I'Hasno false negatives (no attacks that slip
through)

' I'Introduces no latency or other delays

' ' Provides better protection than thousands of
anti-virus signatures

I Consumesno resources whatsoever after
deployment
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From a CybercriminalOs Perspective

I Cybercriminals act based on the harsh reality, which is
that numerous unpatched programs are present at any
time, specifically, in third-party programs

'l They know that organisations easily patch their
Microsoft programs, because WSUS is free of charge and
automates patching

'l However, they also know how difficult it is to identify
and patch third-party vulnerabilities, which represent
the weakest link in the chain
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What You Can Do

Within the next 3 months
Enumerate your infrastructure
Identify all, including Microsoft and third-party,
programs installed

ldentify which programs can be patched
automatically

Within the next 6 months
Deploy a solution to identify and prioritise missing
patches
Deploy a solution to roll-out patches efficiently,
Including ALL third-party programs
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Conclusion

'I'We still perceive the operating system and
Microsoft products to be the primary attack
vector, largely ignoring third-party programs

' Just like locking the front door while the back door
remains wide open

' I Patching should be prioritised as a primary
measure given its effectiveness to neutralise
attacks on the changed threat landscape

I Controlled Identification and timely
patching of all programs, including third-
party programs, Is needed
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Thank You
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Resources

Il Secunia 2010 Yearly Report
http://secunia.com/gfx/pdf/Secunia_Yearly Report _2010.pdf

11 RSA Paper OSecurity Exposure of Software PortfoliosO
http://secunia.com/gfx/pdf/
Secunia_RSA_Software Portfolio_Security Exposure.pdf

I The Secunia Personal Software Inspector (PSI)
free for personal use http://secunia.com/psi

Il Secunia Quarterly Security Factsheets
http://secunia.com/factsheets
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